
Abstract

This paper surveys fundamental results on card-based cryptographic protocols. They are multi-party 
secure computation that is widely considered in cryptography. Physical cards are used in card-based 
cryptographic protocols instead of computers. They can be used when computers cannot be used or users 
cannot trust the software on the computer. This paper discusses protocols to calculate basic primitives to 
calculate any boolean functions. Logical AND, logical XOR, and copy protocols are considered, since we 
can execute any boolean computations with a combination of these protocols. Recently, private operations 
are introduced, in which operations are executed where the other players cannot see. Minimizing the 
number of cards is achieved by simple protocols using private operations.
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Introduction

Let us consider the case when Alice and Bob decide whether they 
have a date or not. If Alice and Bob love each other, it is all right for 
them to know the fact. If Alice loves Bob but Bob does not love Alice, 
Alice might not want to reveal that Alice loves Bob. In this case, both 
players just know that they do not have a date without knowing each 
player’s decision. This is a secure computation problem that is widely 
discussed in cryptography, but they are not experts in cryptography. 
How to solve the problem?

Card-based cryptographic protocols [3, 22] were proposed in 
which physical cards are used instead of computers to securely 
calculate values. They can be used when computers cannot be used or 
users cannot trust the software on the computer. For example, when 
a user inputs private data on a computer, it is very hard to prove that 
the private data are discarded after the computation is finished. If a 
user cannot trust the software, she might hesitate to use the software 
on the computer. In such cases, card-based cryptographic protocols 
can be used. After the computation is finished, the cards are shuffled 
and the private input data are discarded. Also, the protocols are easy 
to understand, thus the protocols can be used to teach the basics of 
cryptography [4, 18]. den Boer [3] first showed a 5 card protocol to 
securely calculate the logical AND of two Yoshifumi Manabe inputs. 
Since then, many protocols have been proposed. They are clssified 
into four groups. The first type is fundamental primitives to calculate 
any boolean functions. The second type is to calculate complicated 
boolean functions, for example, half adder and full adder [12, 28]. The 
third type is to calculate a complicated function to solve some specific 
problems, for example, voting and millionaires’ problem [15, 20, 
24, 31]. The last type is card-based zero-knowledge proofs of puzzle 
solutions, such as Sudoku [34, 35, 38].

This paper surveys the first type of protocol. We show logical 
AND, logical XOR, and copy protocols since any boolean functions 
can be realized by a combination of these protocols. We show some 
important protocols among the proposed protocols, which includes 
new protocols using private operations. 

In Section 2, basic notations and operations are shown. Section 3 
shows the five-card trick shown by den Boer [3]. Section 4, 5, and 
6show logical AND, logical XOR, and copy protocols. Section 7 shows 
protocols using standard playing cards. Section 8 concludes the paper.
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Preliminaries

This section gives the notations and basic definitions of card-based 
protocols. Most of the results until Section 6 are based on a two-color 
card model. In Section 7, another type of card is used. In the two-color 
card model, there are two kinds of marks,       and      .Cards of the same  
marks cannot be distinguished. In addition, the back of both types 
of cards is ?  . It is impossible to determine the mark on the back of a 
given card of ?  .

One bit data is represented by two cards as follows:             = 0, and 
             = 1. One pair of cards that represents one bit x ϵ {0, 1},  whose 
face is down, is called a commitment of x, and denoted as commit (x). 
It is written as           .

Note that when these two cards are swapped, commit(x) can be 
obtained. Thus, logical negation can be easily calculated.

A set of cards placed in a row is called a sequence of cards. A 
sequence of cards S whose length is n is denoted as S = s1, s2, . . . , sn,  

where si is i-th card of the sequence. S =               . 

A sequence whose length is even is called an even sequence. S1||S2 is a 
concatenation of sequence S1 and S2.

All protocols are executed by two players, Alice and Bob. The 
players are semi-honest, that is, they obey the rule of the protocol, but 
they try to obtain secret values.

Next, we discuss the inputs and outputs of the protocols. Most 
protocols have committed inputs, that is, the inputs are given to the 
players in a committed manner. The players do not know the input 
values and they might try to obtain the input values during the protocol
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execution. The other types of protocols consider the case when 
each player inputs his/her input value that must be hidden from 
the other player. They are called non-commit input protocols. Note 
that committed-input protocols can be used when the players input 
their own values. Each player makes a commitment of his/her input 
in advance and the values are used as inputs. Thus, committed-input 
protocols are desirable.

Most protocols output the result in a committed manner. They 
are called committed-output protocols. On the other hand, several 
protocols terminate the protocol by opening the cards and obtaining 
the result from the sequence of the opened cards. Such protocols are 
called non-commit output protocols. Committed-output protocols 
are desirable since the committed output can be used as an input for 
further calculations.

Next, we show operations on the cards. Opening a card is turning 
a face-down card into a face-up, thus the players can see the mark on 
the card. Face-down a card is turning a face-up card to face-down. 
Rearrangement is a permutation of a sequence of cards, that is, the 
position of a given sequence of the cards is changed.

A shuffle is executed on a sequence of card S. Its parameter is 
(Π, F), where Π is a set of permutations on S and F is a probability 
distribution on Π. For a given sequence S, each permutation π Є Π 
is selected by the probability distribution F and π is applied to S. If 
π is applied on S = s1, s2, . . . , sn, the result is sπ    (1), sπ   (2), . . . ,  
sπ     (n). Since π is selected from Π, the result is not deterministic. 
Non-deterministic execution is necessary for card-based protocols. If 
all operations are deterministic, the relation between the committed 
input value and the (committed) output value is known to the players. 
When the (committed) output cards are opened to see the final 
result, the secure input data is known to the players using the relation 
between the input and the output. Thus non-deterministic execution 
is necessary to hide the secure input values.

We show examples of shuffles used in the protocols shown below. A 
random cut is a cyclic permutation. When S = s1, s2, s3, s4, s5, the result 
of a random cut is S1 = s1, s2, s3, s4, s5, S2 = s2, s3, s4, s5, s1, S3 = s3, s4, s5, s1, 
s2, S4 = s4, s5, s1, s2, s3, or S5 = s5, s1, s2, s3, s4. The probability of obtaining 
each result is 1/|S|.

A random bisection cut is swapping the left half and the right half 
of a given even sequence. When S = s1, s2, s3, s4, s5, s6, the result of 
a random bisection cut is s1, s2, s3, s4, s5, s6 or s4, s5, s6, s1, s2, s3. The 
probability of obtaining each result is 1/2.

A shuffle is uniform if F is a uniform distribution, that is, π Є 
Π is selected uniformly at random. A shuffle is closed if multiple 
executions of a shuffle are also the same shuffle. Non-uniform shuffles 
are not desirable since such nonuniform randomizations are difficult 
to execute by human hands. Using some additional cards or tools, 
protocols to execute non-uniform shuffles were shown [17, 29, 37, 
40]. Closed shuffles are desirable since each one of Alice and Bob can 
execute one instance of the shuffle to obtain one shuffle result. Even if 
Alice and Bob are not honest and each player knows the result of each 
shuffle, the final result of the two shuffles is unknown to the players if 
there is no collusion between Alice and Bob. The random cut and the 
random bisection cut shown above are uniform and closed.

Last, the efficiency of the protocol is evaluated by the number of 
cards used by the protocol. It corresponds to the space complexity 
of programs. Note that any two-variable committed-input boolean 
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function protocol needs at least 4 cards since the committed inputs 
need 4 cards. 

The number of shuffles is used to evaluate the time complexity of 
the protocols since the other operations are simple [16].

Five-card Trick

This section shows the five-card trick shown by den Boer [3].

Protocol 1 (Five-card trick) [3]
Input: commit(x) and commit(y).
Output: x   y.

1. Input commit (x) and commit (y) are set as Figure 1a.
2. The center card is set face down and the two cards of commit (x) 

are swapped as Figure 1b.
3. Execute a random cut on the sequence of the cards as Figure 1c. 

The result is one of the five sequences shown below the cards.
4. Open all the cards. If there is three sequence of       , the output value 

is 1 (one of the sequences in Figure 1(d), otherwise the output value 
is 0 (one of the sequences in Figure 1(e).

The correctness of the protocol is as follows. If x  y = 1, there is a  
three sequence of          after Step 2. By the random cut, the result becomes  
one of the sequences in Figure 1d. If x     y = 0, there is no three sequence  
of after Step 2. Thus, the result becomes one of the sequences in  
Figure 1e.

The security of input values is as follows. If the output x  y = 1, 
both players know that x = 1 and y = 1. The players can know the 
inputs from the result in this case. On the other hand, if x   y = 0, it is  
impossible to know whether (x, y) = (0, 0), (0, 1), or (1, 0) from the 
output, since these card sequences are equivalent after a random cut.

Note that the five-card trick is a non-commit output protocol. 
Mizuki, Kumamoto, and Sone [21] showed that committed-input 
non-commit output AND protocol can be achieved using 4 cards, 
that is the minimum. Committed-output protocols are shown in the 
next section.

AND protocols

This section shows logical AND protocols. After the five-card 
trick, Crépeau and Kilian [5], Niemi and Renvall [26], and Stiglic 
[39] proposed committed-input committed-output protocols, but 
the number of cards is not so small. Mizuki and Sone [23] showed 
a committed-input committed-output protocol with 6 cards using a 
random bisection cut, which is a new kind of shuffle.

Protocol 2 (AND protocol using random bisection cuts) [23]
Input: commit (x) and commit (y).
Output: commit(x   y).

1. Input commit (x) and commit(y) are set as Figure 2a.
2. The positions of the cards are changed as Figure 2b.
3. Execute a random bisection cut on the sequence of the cards. The 

result can be written as follows: select a random bit b Є  {0, 1}, that 
is unknown to the players. If b = 0, there is no change in the order 
of the cards. If b = 1, the left half and the right half are swapped 
as Figure 2c.

4. Change the sequence of the cards as Figure 2d.
5. Open the left two cards. If the sequence is            , the center two 

cards are commit(x    y). Otherwise, the right two cards are commit 
(x   y), as Figure 2e.
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<
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The protocol is secure since the opened two cards are x O b and 
b is an unknown random value. Thus, x is unknown to the players. 
The protocol uses 6 cards. After the protocol, many works are done 
to reduce the number of cards. Koch, Walzer, and Härtel [9] showed 
a protocol with 4 cards but the protocol is ‘Las Vegas’ protocol, that 
is, the execution might not terminate forever. They showed another 
protocol that always terminates within a finite runtime and uses 5 
cards, but the shuffles used in the protocol are not uniform. Koch [7] 
showed 4 card Las Vegas protocol with uniform shuffles. Ruangwises 
and Itoh [36] showed 5 card finite runtime protocol with uniform 
shuffles. Abe, Hayashi, Mizuki, and Sone [1] showed 5 card Las Vegas 
protocol with uniform and closed shuffles. Abe, Mizuki, and Sone [2] 
showed 6 card finite runtime protocol that uses only random cuts.

About the lower bound of the number of cards, Kastner, 
Koch,Walzer, Miyahara, Hayashi, Mizuki, and Sone [6] showed that 
5 card finite runtime protocol is impossible if the protocol uses only 
uniform and closed shuffles. Thus the above Mizuki-Sone protocol 
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[23] is one of the optimal finite runtime protocols among the ones 
using uniform and closed shuffles. Kastner et al. [6] also showed that 
at least 5 cards are necessary if the protocol uses only uniform and 
closed shuffles and does not use a ‘restart from the beginning again’ 
step in the protocol. There is a gap between the lower bound and the 
upper bound for this type of protocol since only 6 card protocols are 
known.

When the inputs are not committed, the number of cards can be 
decreased. Consider the case when Alice has input x that must be 
secret to Bob and Bob has input y that must be secret to Alice. They 
can use private input operations, which are executed to input secret 
values in a place that the other player cannot see. The operations can 
be executed under the table or in the back. Marcedone, Wen, and Shi 
[14] showed a non-commit input non-commit output protocol that 
calculates logical AND with 3 cards. Kurosawa and Shinozaki [11] 
showed a non-commit input non-commit output protocol with 2 
cards. They also showed 4 card non-commit input and committed-
output protocol with four cards, shown below.

Figure 1: Five-card trick. Figure 2: AND protocol using random bisection cuts.

+
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Protocol 3 (AND protocol using private input operations) [11]
Input: Alice’s input x and Bob’s input y.
Output: commit(x ^ y).

1. Alice privately makes two committed pair, S0 = commit(x ^ 0) = 
commit (0) and S1 = commit(x ^ 1) = commit(x). S0 and S1 are 
handed to Bob. 

2. Bob privately selects Sy and outputs the pair as the result.

Note that any two-variable function f can be calculated by the same 
idea that S0 = commit(f(x, 0)) and S1 = commit(f(x, 1)). The private 
operations are very powerful. Thus the question is whether we can 
obtain committed-input and committed-output protocol using 
private operations. Ono and Manabe [32] showed 4 card committed-
input, committed-output protocol using the following three private 
operations.

Primitive 1 (Private random bisection cut)
A private random bisection cut is the following operation on an even 

sequence S0 = s1, s2, . . . , s2m. A player selects a random bit b Є {0, 1} 
and outputs

The player executes this operation in a place where the other player 
cannot see. The player does not disclose the bit b.

Note that when m = 1 and S0 = commit(x),                    and the player’s  
output                     . A private random bisection cut is the same as the

                
random bisection cut [23], but the operation is executed in a hidden 
place.

Primitive 2 (Private reverse cut)
A private reverse cut is the following operation on an even sequence 

S2 = s1, s2, . . . , s2m and a bit b Є {0, 1} that is given to the player. The 
player outputs

The player executes this operation in a place where the other player 
cannot see. The player must not disclose the bit b to the other player.

The difference between the private random bisection cut is that b 
is not newly selected by the player. A private reverse cut can undo a 
private random bisection cut using the same bit b.

Next, a private reveal is shown.

Primitive 3 (Private reveal)
A player privately opens a given committed bit. The player does not 

disclose the value to the other player.

Using the obtained value, the player privately sets a sequence of 
cards. Though the player seems to obtain a secret value by a private 
reveal, it is avoided by the following procedure. Alice executes a private 
random bisection cut to commit (x). The result becomes to commit  
(x    b). When Bob executes a private reveal to commit (x    b), Bob has 
no information about x if b is randomly chosen and not disclosed by 
Alice. Bob must not disclose the obtained value. If Bob discloses the 
obtained value to Alice, Alice knows the value of the committed bit. 
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Protocol 4 (AND protocol using private operations) [32]
Input: commit(x) and commit(y).
Output: commit(x ^  y).

1. Alice executes a private random bisection cut on commit(x). Let 
the output be commit(x'). Alice sends commit(x') and commit(y) 
to Bob.

2. Bob executes a private reveal on commit(x'). Bob sets 

         and sends S2 to Alice.
3. Alice executes a private reverse cut on S2 using the bit b generated 

in the private random bisection cut. Alice then selects the left pair. 
Let the obtained sequence be S3. Alice outputs S3.

When Bob sets S2, the cards used for commit(x') can be used to set 
commit(0). Thus, the total number of cards is four and the minimum.

The security of the protocol is as follows: When Bob privately opens 
commit(x'), x' = x   b, thus Bob obtains no information about x if b is 
randomly selected and not disclosed. 

The comparison of the AND protocols is shown in Table 1. Note 
that the private random bisection cut can be considered as a kind of 
shuffles. Thus, in the table, it is counted as the number of shuffles. 
However, it is more simple than random bisection cuts, since Alice 
knows b.

XOR Protocols

Though any boolean function can be realized by logical AND and 
NOT, logical XOR protocols are considered because the protocol is 
more simple than the AND protocols.

Crépeau and Kilian [5] showed 14 card committed-input 
committed-output XOR protocol. Mizuki and Sone [23] showed 
4 card committed-input committed-output XOR protocol, whose 
number of cards is the minimum.

Protocol 5 (XOR protocol using random bisection cuts) [23]
Input: commit(x) and commit(y).
Output: commit(x    y).

1. Input commit(x) and commit(y) are set as Figure 3a.
2. The positions of the cards are changed as Figure 3b.
3. Execute a random bisection cut on the sequence of the cards. The 

result can be written as follows: select a random bit b Є {0, 1}, that 
is unknown to the players. If b = 0, there is no change in the order 
of the cards. If b = 1, the left half and the right half are swapped 
as Figure 3c.

4. Change the sequence of the cards as Figure 3d.
5. Open the left two cards. If the sequence is         , the right two  

cards are commit(x    y). Otherwise, the right two cards are commit 
(x    y), as Figure 3e.

Nakai, Shirouchi, Tokushige, Iwamoto, and Ohta [25] showed 2 
card non-commit input non-commit output protocol. Kurosawa and 
Shinozaki [11] achieved a non-commit input non-commit output 
protocol with 2 cards. They also showed 2 card non-commit input 
committed-output protocol.
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Protocol 6 (XOR protocol using private input operations) [11]
Input: Alice’s input x and Bob’s input y.
Output: commit(x   y).

1. Alice privately makes S0 = commit (x) and hands S0 to Bob.
2. Bob privately swaps the two cards of S0 if y = 1. Otherwise, Bob 

does nothing. Bob outputs the result.

Using private operations, Ono and Manabe [33] showed 4 card 
committed-input committed-output protocol shown below.

Protocol 7 (XOR protocol using private operations) [33]
Input: commit(x) and commit(y).
Output: commit(x   y).

1. Alice executes a private random bisection cut on input S0 = 
commit(x) and S'0 = commit(y) using the same random bit b. Let 
the output be S1 = commit(x') and S'1 = commit(y), respectively. 
Note that x' = x     b and y' = y    b. Alice sends S1 and S'1 to Bob.

2. Bob executes a private reveal on S1 = commit(x'). Bob executes a 
private reverse cut on S1 using x'. Let the result be S2. Bob outputs 
S2.

The comparison of XOR protocols is shown in Table 2.

Copy protocols

To calculate complicated boolean functions, multiple copies of a 
value might be necessary to input a value to many boolean circuits. 
Thus, a copy protocol is necessary. Many protocols consider obtaining 
any n (≥ 2) committed copies of a given committed input, but this 
paper considers obtaining two copies of inputs for the comparison. 
Note that non-commit input copy protocols are not considered since 
obtaining multiple copies of input is easy if a player knows a private 
input value.

Crépeau and Kilian [5] showed 8 card copy protocol. Mizuki and 
Sone [23] showed 6 card copy protocol, shown below.
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Article # of
cards

Input 
commit

Output 
commit

Finite Shuffle  (or private shuffle) Note

Uniform Closed # of shuffles
[3] 5 yes no yes yes yes 1 Only random cuts
[5] 10 yes yes no yes yes 8 Only random cuts, Four color cards
[26] 12 yes yes no yes yes 7.5 Only random cuts
[39] 8 yes yes no yes yes 2 Only random cuts
[23] 6 yes yes yes yes yes 1
[9] 4 yes yes no no yes 8
[9] 5 yes yes yes no no 14/3
[7] 4 yes yes no yes no 8
[36] 4 yes yes no yes no 10

[36] 5 yes yes yes yes no 14/3
[1] 5 yes yes no yes yes 4.5
[2] 6 yes yes yes yes yes 2 Only random cuts
[21] 4 yes no yes yes yes 2
[14] 3 no no yes - - 0 Use private operations

[11] 2 no no yes - - 0 Use private operations

[11] 4 no yes yes - - 0 Use private operations

[32] 4 yes yes yes yes - 1 Use private operations

Table 1: Comparison of AND protocols.

Figure 3: XOR protocol using random bisection cuts.
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Protocol 8 (copy protocol using random bisection cuts) [23] 
Input: commit (x).
Output: two copies of commit(x).

1. Input commit(x) and two copies of commit(0) are set as Figure 4a.
2. The positions of the cards are changed as Figure 4b.
3. Execute a random bisection cut on the sequence of the cards. The 

result can be written as follows: select a random bit b Є {0, 1}, that 
is unknown to the players. If b = 0, there is no change in the order 
of the cards. If b = 1, the left half and the right half are swapped 
as Figure 4c.

4. Change the sequence of the cards as Figure 4d.
5. Open the left two cards. If the sequence is           , the remaining  

pairs are commit(x). Otherwise, the remaining pairs are commit(x), 
as Figure 4e

Nishimura, Nishida, Hayashi, Mizuki, and Sone [30] showed 5 
card Las Vegas protocol that uses unequal shuffles. Koyama, Toyoda, 
Miyahara and Mizuki [10] showed 6 card Las Vegas protocol that uses 
only random cuts. Kastner, Koch, Walzer, Miyahara, Hayashi, Mizuki, 
and Sone [6] showed lower bounds of copy protocols without private 
operations. It is proved that any protocol needs at least 5 cards, thus 
the protocol in [30] is optimal. It is proved that any finite runtime 
protocol needs at least 6 cards, thus the protocol in [23] is optimal.

Ono and Manabe [32] showed a protocol with the minimum 
number of cards using private operations.

Protocol 9 (copy protocol with private operations) [32]
Input: commit (x).
Output: 2 copies of commit (x).

1. Alice executes a private random bisection cut on commit(x). Let the 
output be commit(x'). Note that x' = x   b. Alice sends commit(x') 
to Bob.

2. Bob executes a private reveal on commit(x') and obtains x'. Bob 
makes 2 copies of x'. Bob faces down these cards. Bob sends these 
cards, 2 copies of commit(x'), to Alice.

3. Alice executes a private reverse cut to each copy of commit(x') 
using the bit b Alice generated in the private random bisection cut. 
Alice outputs these copies.

The comparison of copy protocols is shown in Table 3.

Protocols with standard deck of cards

The protocols shown above used a special kind of card. There might 
be cases such cards are not easy to obtain. Thus, protocols using 
playing cards are considered.
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Article # of cards Input 
commit

Output 
commit

Finite Shuffle (or private shuffle) Note

Uniform Closed # of shuffles

[5] 14 yes yes no yes yes 6 Only random cuts, Four color cards

[23] 4 yes yes yes yes yes 1 -

[25] 2 yes no yes - - 0 Use private operations

[11] 2 no no yes - - 0 Use private operations

[11] 2 no yes yes - - 0 Use private operations

[33] 4 yes yes yes yes yes 1 Use private operations
Table 2: Comparison of XOR protocols.

Figure 4: Copy protocol using random bisection cuts.
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The model of a standard deck of cards is as follows. A deck of playing 
cards consists of 52 distinct mark cards, which are named from 1 to 
52. The number of each card (for example, 1 is the ace of spade and 
52 is the king of club) is common knowledge among the players. The 
back of all cards is the same ☐. It is impossible to determine the mark 
on the back of a given card of ☐.

One bit data is represented by two cards as follows:  i  j = 0 and j  i 
= 1if i < j. The base of a commitment is the pair of cards used for the 
commitment. If card i and j(i < j) are used to set commit(x) (That 
is, set i  j if x = 0 and set j  i if x = 1), the commitment is written as  
commit (x){i,j}  and written as            .

We need to consider information leakage from the base of a 
commitment. For example, Ono and Manabe’s AND protocol in the 
two-color card model is based on the following equation.
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If the protocol is executed as it is with input commit(x){1,2} and 
commit(y){3,4}, the output is commit(y){3,4} when x = 1. Thus, if the 
cards are opened to see the result, the cards are 3 and 4. The players 
can know that x = 1. To make the protocol secure, we need to avoid 
information leakage from the base.

Niemi and Renvall [27] first showed protocols using playing cards. 
They showed AND, XOR, and copy protocols. Mizuki [19] showed 
efficient AND, XOR, and copy protocols using random bisection cuts. 
Koyama, Toyoda, Miyahara, and Mizuki [10] showed XOR and copy 
protocols that use only random cuts. Koch, Schrempp, and Kirsten 
[8] showed the lower bound of finite runtime AND protocol without 
private operations is five, thus there is a gap between the lower bound 
and the upper bound.

When we use private operations, Manabe and Ono [13] showed 4 
card AND, XOR, and copy protocols. This result also shows the power 
of private operations. The comparisons of the protocols are shown in 
Tables 4, 5, and 6.

Article # of cards Finite Shuffle (or private shuffle) Note

Uniform Closed # of shuffles

[5] 8 yes yes yes 2 Only random cuts

[23] 6 yes yes yes 1

[30] 5 no no no 2

[10] 6 no yes yes 3 Only random cuts

[32] 4 yes yes - 1 Use private operations 
Table 3: Comparison of COPY protocols.

?
?

{  if  = 1
0 if  = 0  y = y x

xx <

Article # of cards Finite Shuffle (or private shuffle) Note

Uniform Closed # of shuffles

[27] 5 no yes yes 7.5 Only random cuts

[19] 8 yes yes yes 4

[8] 4 no yes yes 6 Only random cuts

[13] 4 yes yes no 5 Use private operations

Article # of cards Finite Shuffle (or private shuffle) Note

Uniform Closed # of shuffles

[27] 4 no yes yes 7 Only random cuts

[19] 4 yes yes yes 1

[10] 4 yes yes yes 1 Only random cuts

[13] 4 yes yes - 1 Use private operations

Article # of cards Finite Shuffle (or private shuffle) Note

Uniform Closed # of shuffles

[27] 6 yes yes yes 5.5 Only random cuts

[19] 6 no yes yes 1

[10] 6 yes yes yes 3 Only random cuts

[13] 4 no yes - 1 Use private operations

Table 4: Comparison of committed-input committed-output AND protocols with a standard deck of cards.

Table 5: Comparison of committed-input committed-output XOR protocols with a standard deck of cards.

Table 6: Comparison of copy protocols with a standard deck of cards
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Conclusion

This paper showed a survey on the card-based cryptographic 
protocols. This paper showed protocols of fundamental boolean 
functions, logical AND, logical  XOR, and copy. The results show 
the effectiveness of private operations. Other than the fundamental 
functions, there are many works for calculating complicated boolean 
functions such as half and full adders. In addition, there are works 
for solving specific applications, for example, voting and millionaires’ 
problem, and so on. Efficient calculation of such complicated 
functions is one of the open problems.

Competing Interests

The authors declare that they have no competing interests.

References

1. Abe Y, Hayashi YI, Mizuki T, Sone H (2021) Five-Card AND Computations in 
Committed Format Using Only Uniform Cyclic Shuffles. New Gener Comput 
39: 97-114.

2. Abe Y, Mizuki T, Sone H (2021) Committed-format AND protocol using only 
random cuts. Nat Comput 20: 639–645.

3. den Boer B (1990) More efficient match-making and satisfiability the five 
card trick. In: Proc. of EUROCRYPT ’89, LNCS 434: 208–217.

4. Cheung E, Hawthorne C, Lee P (2013) Cs 758 project: Secure computation 
with playing cards.

5. Crépeau C, Kilian J (1993) Discreet Solitary Games. In: Stinson, D.R. (eds) 
Advances in Cryptology - CRYPTO’ 93. CRYPTO 1993. Lecture Notes in 
Computer Science, vol 773. Springer, Berlin, Heidelberg. 

6. Kastner J, Koch A, Walzer S, Miyahara D, Hayashi Y, et al. (2017) The 
Minimum Number of Cards in Practical Card-Based Protocols. In: Takagi, 
T., Peyrin, T. (eds) Advances in Cryptology – ASIACRYPT 2017. ASIACRYPT 
2017. Lecture Notes in Computer Science(), vol 10626. Springer, Cham.

7. Koch A (2018) The landscape of optimal card-based protocols. IACR 
Cryptology ePrint Archive, Report 2018/951.

8. Koch A, Schrempp M, Kirsten M (2021) Card-based cryptography meets 
formal verification. New Gen Comput 39: 115-158.

9. Koch A, Walzer S, Härtel K (2015) Card-based cryptographic protocols using 
a minimal number of cards. In: Proc. of Asiacrypt 2015, LNCS Vol. 9452. pp. 
783-807.

10. Koyama H, Toyoda K, Miyahara D, Mizuki T (2021) New card-based copy 
protocols using only random cuts. APKC '21: Proceedings of the 8th ACM 
on ASIA Public-Key Cryptography Workshop, May 2021, pp. 13-22.

11. Kurosawa K, Shinozaki T (2017) Compact card protocol. In: Proc. of 2017 
Symposium on Cryptography and Information Security (SCIS 2017). pp. 
1A2–1A6. (In Japanese)

12. Manabe Y, Ono H (2021) Combinatorial Algorithms: 32nd International 
Workshop, IWOCA 2021, Ottawa, ON, Canada, July 5-7, 2021, Proceedings, 
Jul 2021 pp. 469-484.

13. Manabe Y, Ono H (2021) Theoretical Aspects of Computing – ICTAC 2021: 
18th International Colloquium, Virtual Event, Nur-Sultan, Kazakhstan, 
September 8-10, 2021, Proceedings, pp. 256-274.

14. Marcedone A, Wen Z, Shi E (2015) Secure dating with four or fewer cards. 
IACR Cryptology ePrint Archive, Report 2015/1031.

15. Miyahara D, Hayashi YI, Mizuki T, Sone H (2020) Practical card-based 
implementations of yao’s millionaire protocol. Theoretical Computer 
Science 803: 207-221.

16. Miyahara D, Ueda I, Hayashi YI, Mizuki T, Sone H (2020) Evaluating card-
based protocols in terms of execution time. Int J Inf Secur 20: 729-740.

17. Miyamoto K, Shinagawa K (2022) Graph automorphism shuffles from pile-
scramble shuffles. New Gen Comput 40: 199–223.

Citation: Manabe Y (2022) Survey: Card-based Cryptographic Protocols to Calculate Primitives of Boolean Functions. Int J Comput Softw Eng 7: 178. doi: 
https://doi.org/10.15344/2456-4451/2022/178

       Page 8 of 8

18. Mizuki T (2016) Applications of card-based cryptography to education. In: 
IEICE Techinical Report ISEC2016-53. pp. 13-17. (In Japanese)

19. Mizuki T (2016) Efficient and Secure Multiparty Computations Using a 
Standard Deck of Playing Cards. In: Foresti, S., Persiano, G. (eds) Cryptology 
and Network Security. CANS 2016. Lecture Notes in Computer Science(), vol 
10052. Springer, Cham.

20. Mizuki T, Asiedu IK, Sone H (2013) Voting with a Logarithmic Number 
of Cards. In: Mauri, G., Dennunzio, A., Manzoni, L., Porreca, A.E. (eds) 
Unconventional Computation and Natural Computation. UCNC 2013. 
Lecture Notes in Computer Science, vol 7956. Springer, Berlin, Heidelberg. 

21. Mizuki T, Kumamoto M, Sone H (2012) The five-card trick can be done with 
four cards. In: Proc. of Asiacrypt 2012, LNCS Vol.7658. pp. 598–606.

22. Mizuki T, Shizuya H (2017) Computational model of card-based 
cryptographic protocols and its applications. IEICE Transactions on 
Fundamentals of Electronics, Communications and Computer Sciences 100: 
3-11. 

23. Mizuki T, Sone H (2009) Six-Card Secure AND and Four-Card Secure XOR. 
In: Deng, X., Hopcroft, J.E., Xue, J. (eds) Frontiers in Algorithmics. FAW 2009. 
Lecture Notes in Computer Science, vol 5598. Springer, Berlin, Heidelberg. 

24. Nakai T, Misawa Y, Tokushige Y, Iwamoto M, Ohta K (2021) How to solve 
millionaires’ problem with two kinds of cards. New Generation Computing 
39: 73–96.

25. Nakai T, Shirouchi S, Tokushige Y, Iwamoto M, Ohta K (2022) Secure 
computation for threshold functions with physical cards: Power of private 
permutations. New Gen Comput 40: 95–113.

26. Niemi V, Renvall A (1998) Secure multiparty computations without 
computers. Theoretical Computer Science 191: 173-183.

27. Niemi V, Renvall A (1999) Solitaire zero-knowledge. Fundamenta 
Informaticae 38: 181-188.

28. Nishida T, Hayashi Y, Mizuki T, Sone H ( (2015) Securely computing three-
input functions with eight cards. IEICE Transactions on Fundamentals of 
Electronics, Communications and Computer Sciences 98: 1145-1152.

29. Nishimura A, Hayashi YI, Mizuki T, Sone H (2018) Pile-shifting scramble for 
cardbased protocols. IEICE Transactions on Fundamentals of Electronics, 
Communications and Computer Sciences 101: 1494-1502.

30. Nishimura A, Nishida T, Hayashi Y, Mizuki T, Sone H (2018) Card-based 
protocols using unequal division shuffles. Soft Comput 22: 361–371.

31. Ono H, Manabe Y  (2018) Efficient card-based cryptographic protocols for 
the millionaires’ problem using private input operations. In: Proc. of 13th 
Asia Joint Conference on Information Security(AsiaJCIS 2018). pp. 23-28

32. Ono H, Manabe Y (2021) Card-based cryptographic logical computations 
using private operations. New Gen Comput 39: 19-40.

33. Ono H, Manabe Y (2021) Minimum round card-based cryptographic 
protocols using private operations. Cryptography 5: 17. 

34. Robert L, Miyahara D, Lafourcade P, Mizuki T (2022) Card-based zkp for 
connectivity: Applications to nurikabe, hitori, and heyawake. New Gener 
Comput 40: 149–171.

35. Ruangwises S (2022) Two standard decks of playing cards are sufficient for 
a zkp for sudoku. New Gener Comput 40: 49-65.

36. Ruangwises S, Itoh T (2019) And protocols using only uniform shuffles. In: 
Proc. of 14th International Computer Science Symposium in Russia(CSR 
2019), LNCS Vol.11532. pp. 349–358.

37. Saito T, Miyahara D, Abe Y, Mizuki T, Shizuya H (2020) How to implement 
a non-uniform or non-closed shuffle. Theory and Practice of Natural 
Computing: 9th International Conference, TPNC 2020, Taoyuan, Taiwan, 
December 7–9, 2020, Proceedings, pp.107-118. 

38. Sasaki T, Miyahara D, Mizuki T, Sone H (2020) Efficient card-based zero-
knowledge proof for sudoku. Theoretical Computer Science 839: 135-142.

39. Stiglic A (2001) Computations with a deck of cards. Theoretical Computer 
Science 259: 671-678.

40. Ueda I, Miyahara D, Nishimura A, Hayashi YI, Mizuki T, et al. (2020) Secure 
implementations of a random bisection cut. Int J Inf Secur 19: 445-452.

https://doi.org/10.1007/s00354-020-00110-2
https://doi.org/10.1007/s00354-020-00110-2
https://doi.org/10.1007/s00354-020-00110-2
https://doi.org/10.1007/s11047-021-09862-2
https://doi.org/10.1007/s11047-021-09862-2
https://dx.doi.org/10.1007/3-540-46885-4_23
https://dx.doi.org/10.1007/3-540-46885-4_23
https://cdchawthorne.com/writings/secure_playing_cards.pdf%0D
https://cdchawthorne.com/writings/secure_playing_cards.pdf%0D
https://doi.org/10.1007/3-540-48329-2_27
https://doi.org/10.1007/3-540-48329-2_27
https://doi.org/10.1007/3-540-48329-2_27
https://doi.org/10.1007/978-3-319-70700-6_5
https://doi.org/10.1007/978-3-319-70700-6_5
https://doi.org/10.1007/978-3-319-70700-6_5
https://doi.org/10.1007/978-3-319-70700-6_5
https://eprint.iacr.org/2018/951
https://eprint.iacr.org/2018/951
https://doi.org/10.1007/s00354-020-00120-0
https://doi.org/10.1007/s00354-020-00120-0
https://eprint.iacr.org/2015/865.pdf
https://eprint.iacr.org/2015/865.pdf
https://eprint.iacr.org/2015/865.pdf
https://doi.org/10.1145/3457338.3458297%0D
https://doi.org/10.1145/3457338.3458297%0D
https://doi.org/10.1145/3457338.3458297%0D
https://doi.org/10.1007/978-3-030-79987-8_33
https://doi.org/10.1007/978-3-030-79987-8_33
https://doi.org/10.1007/978-3-030-79987-8_33
https://doi.org/10.1007/978-3-030-85315-0_15
https://doi.org/10.1007/978-3-030-85315-0_15
https://doi.org/10.1007/978-3-030-85315-0_15
https://eprint.iacr.org/2015/1031
https://eprint.iacr.org/2015/1031
https://doi.org/10.1016/j.tcs.2019.11.005
https://doi.org/10.1016/j.tcs.2019.11.005
https://doi.org/10.1016/j.tcs.2019.11.005
https://doi.org/10.1007/s00354-022-00164-4
https://doi.org/10.1007/s00354-022-00164-4
https://doi.org/10.15344/2456-4451/2022/178
https://doi.org/10.1007/978-3-319-48965-0_29
https://doi.org/10.1007/978-3-319-48965-0_29
https://doi.org/10.1007/978-3-319-48965-0_29
https://doi.org/10.1007/978-3-319-48965-0_29
https://doi.org/10.1007/978-3-642-39074-6_16
https://doi.org/10.1007/978-3-642-39074-6_16
https://doi.org/10.1007/978-3-642-39074-6_16
https://doi.org/10.1007/978-3-642-39074-6_16
https://www.iacr.org/archive/asiacrypt2012/76580591/76580591.pdf
https://www.iacr.org/archive/asiacrypt2012/76580591/76580591.pdf
https://search.ieice.org/bin/summary.php%3Fid%3De100-a_1_3
https://search.ieice.org/bin/summary.php%3Fid%3De100-a_1_3
https://search.ieice.org/bin/summary.php%3Fid%3De100-a_1_3
https://search.ieice.org/bin/summary.php%3Fid%3De100-a_1_3
https://doi.org/10.1007/978-3-642-02270-8_36
https://doi.org/10.1007/978-3-642-02270-8_36
https://doi.org/10.1007/978-3-642-02270-8_36
https://doi.org/10.1007/s00354-020-00118-8
https://doi.org/10.1007/s00354-020-00118-8
https://doi.org/10.1007/s00354-020-00118-8
https://doi.org/10.1007/s00354-022-00153-7
https://doi.org/10.1007/s00354-022-00153-7
https://doi.org/10.1007/s00354-022-00153-7
https://pdf.sciencedirectassets.com/271538/1-s2.0-S0304397500X00758/1-s2.0-S0304397597001072/main.pdf%3FX-Amz-Security-Token%3DIQoJb3JpZ2luX2VjEDcaCXVzLWVhc3QtMSJHMEUCIQCCdZGgGdyRGkwIJ7n4yiunhNVjwMpXOZo2zIcr%252FG%252BZmAIgMf48S6HpqwPsBK2qT7qG20ESJjRIzHFPt552dHWautMq0gQIQBAEGgwwNTkwMDM1NDY4NjUiDLiqOgftrZ%252Fe7x7BXyqvBDF%252FP2AL3RmM3PUas5ijj6VkZg1UgE%252FOK1PYblypmbgdqS9dwSzJzYQ2vT1YV2N7GdLnuoKqMywuOCW8VqvN4%252B%252BObd6FeEoXZbK3cvtzuKwaC4yGLRsqkcy2UDTN4MuDpiQ3KQaD%252B7nwPLousPxh0EQs5GV6tEKWmUNDW7YyGXE%252BlPtDeOy%252FtL44TUfvifbWA5Rd6ZWR%252BfvoZgMr9TL1ekbNGErVw5ZmuqE%252FjXTo13MaB2bpGiw%252BXvScJyGM9roRwpIJQrGqo7fK6oFFMb0lB%252FhQ7aJffcyd8gOvz3IgO4M8qqCoxsC5o5USGTX%252Fdh5Qofit4ypArVZ1zETIVbtNOts2%252F3dsyGO9%252BO3HXHcZ%252BHdFr9H9uqFK1HIU3XWH1%252Bf0NB%252FeG6ABZCFh3MDlZB3h7kBwntCtxIDbxUsmE5BdPgO0asOzFzLDpFHvc2E5RtNnDZrdkRvtTOC9botczi%252BJrZmtB%252BmDcmTQqJMIW%252Funn4UslL0UMX4%252BaPPGvw%252FN3pBAsfvPPuzR2cyG2TBHRGQPfCai1qsmkN%252B6vfp7r0DjneRzI3K7oXjg1Kltlr849SOcefWA7fMoVwKjEaS9LQPM2yHPu6DcO3cKtaKVEik%252F5FbaTVMq%252BBnGIuazbf1WnyqDitFTOxx3zsRausZFFOcoN6GH2xv5SKjFENzpAOuFoFdCnF9Ye4yMPCKiqiqH7z9Io4UhawfiHLL1bdFldKbxRSADgg8HswvXvjtubLUhyl8w9u6QlQY6qQEOeWg7npdP2FUO6lA1J3XuXoi3ztP0hKT1o0Ff77hGsBpLALsSjn1244WUBWH4VyW1RxGuLez%252FTEXkSaPCcw3M9Bljm9vOkWrDayspQP1R3Ozk0%252BWtauIFq54y4t%252BNuzUYNo3fkIy53AnYUo7nknunOBG2wT4WQ6%252Byln38%252FxwhSnl1P0qYFkyMotPT%252BY6jkoluvu5yFQyA0Lflxha5sal975hOEMKqjm%252FB%26X-Amz-Algorithm%3DAWS4-HMAC-SHA256%26X-Amz-Date%3D20220611T071445Z%26X-Amz-SignedHeaders%3Dhost%26X-Amz-Expires%3D300%26X-Amz-Credential%3DASIAQ3PHCVTYX43UYUUE%252F20220611%252Fus-east-1%252Fs3%252Faws4_request%26X-Amz-Signature%3D9a0b73625ce3b08587f959c5a7b00efa7630011117995c5da2ab7135e431aa9e%26hash%3Dfc7b004b8c1a37acabc8a2efe7ba587f8ea226e8c4595fb8d53a2f6d55a6ef00%26host%3D68042c943591013ac2b2430a89b270f6af2c76d8dfd086a07176afe7c76c2c61%26pii%3DS0304397597001072%26tid%3Dspdf-e711bb07-4aec-411b-8975-88a03f6c7a22%26sid%3D44a1d69f4831454ae6785cd2fd9805678187gxrqb%26type%3Dclient%26ua%3D51515959560257075007%26rr%3D71988d3a6a0585ba
https://pdf.sciencedirectassets.com/271538/1-s2.0-S0304397500X00758/1-s2.0-S0304397597001072/main.pdf%3FX-Amz-Security-Token%3DIQoJb3JpZ2luX2VjEDcaCXVzLWVhc3QtMSJHMEUCIQCCdZGgGdyRGkwIJ7n4yiunhNVjwMpXOZo2zIcr%252FG%252BZmAIgMf48S6HpqwPsBK2qT7qG20ESJjRIzHFPt552dHWautMq0gQIQBAEGgwwNTkwMDM1NDY4NjUiDLiqOgftrZ%252Fe7x7BXyqvBDF%252FP2AL3RmM3PUas5ijj6VkZg1UgE%252FOK1PYblypmbgdqS9dwSzJzYQ2vT1YV2N7GdLnuoKqMywuOCW8VqvN4%252B%252BObd6FeEoXZbK3cvtzuKwaC4yGLRsqkcy2UDTN4MuDpiQ3KQaD%252B7nwPLousPxh0EQs5GV6tEKWmUNDW7YyGXE%252BlPtDeOy%252FtL44TUfvifbWA5Rd6ZWR%252BfvoZgMr9TL1ekbNGErVw5ZmuqE%252FjXTo13MaB2bpGiw%252BXvScJyGM9roRwpIJQrGqo7fK6oFFMb0lB%252FhQ7aJffcyd8gOvz3IgO4M8qqCoxsC5o5USGTX%252Fdh5Qofit4ypArVZ1zETIVbtNOts2%252F3dsyGO9%252BO3HXHcZ%252BHdFr9H9uqFK1HIU3XWH1%252Bf0NB%252FeG6ABZCFh3MDlZB3h7kBwntCtxIDbxUsmE5BdPgO0asOzFzLDpFHvc2E5RtNnDZrdkRvtTOC9botczi%252BJrZmtB%252BmDcmTQqJMIW%252Funn4UslL0UMX4%252BaPPGvw%252FN3pBAsfvPPuzR2cyG2TBHRGQPfCai1qsmkN%252B6vfp7r0DjneRzI3K7oXjg1Kltlr849SOcefWA7fMoVwKjEaS9LQPM2yHPu6DcO3cKtaKVEik%252F5FbaTVMq%252BBnGIuazbf1WnyqDitFTOxx3zsRausZFFOcoN6GH2xv5SKjFENzpAOuFoFdCnF9Ye4yMPCKiqiqH7z9Io4UhawfiHLL1bdFldKbxRSADgg8HswvXvjtubLUhyl8w9u6QlQY6qQEOeWg7npdP2FUO6lA1J3XuXoi3ztP0hKT1o0Ff77hGsBpLALsSjn1244WUBWH4VyW1RxGuLez%252FTEXkSaPCcw3M9Bljm9vOkWrDayspQP1R3Ozk0%252BWtauIFq54y4t%252BNuzUYNo3fkIy53AnYUo7nknunOBG2wT4WQ6%252Byln38%252FxwhSnl1P0qYFkyMotPT%252BY6jkoluvu5yFQyA0Lflxha5sal975hOEMKqjm%252FB%26X-Amz-Algorithm%3DAWS4-HMAC-SHA256%26X-Amz-Date%3D20220611T071445Z%26X-Amz-SignedHeaders%3Dhost%26X-Amz-Expires%3D300%26X-Amz-Credential%3DASIAQ3PHCVTYX43UYUUE%252F20220611%252Fus-east-1%252Fs3%252Faws4_request%26X-Amz-Signature%3D9a0b73625ce3b08587f959c5a7b00efa7630011117995c5da2ab7135e431aa9e%26hash%3Dfc7b004b8c1a37acabc8a2efe7ba587f8ea226e8c4595fb8d53a2f6d55a6ef00%26host%3D68042c943591013ac2b2430a89b270f6af2c76d8dfd086a07176afe7c76c2c61%26pii%3DS0304397597001072%26tid%3Dspdf-e711bb07-4aec-411b-8975-88a03f6c7a22%26sid%3D44a1d69f4831454ae6785cd2fd9805678187gxrqb%26type%3Dclient%26ua%3D51515959560257075007%26rr%3D71988d3a6a0585ba
https://dl.acm.org/doi/10.5555/2377856.2377870
https://dl.acm.org/doi/10.5555/2377856.2377870
https://doi.org/10.1587/transfun.E98.A.1145
https://doi.org/10.1587/transfun.E98.A.1145
https://doi.org/10.1587/transfun.E98.A.1145
https://search.ieice.org/bin/summary.php%3Fid%3De101-a_9_1494
https://search.ieice.org/bin/summary.php%3Fid%3De101-a_9_1494
https://search.ieice.org/bin/summary.php%3Fid%3De101-a_9_1494
https://doi.org/10.1007/s00500-017-2858-2
https://doi.org/10.1007/s00500-017-2858-2
http://www.ns.kogakuin.ac.jp/~wwa1056/pdf/million.pdf
http://www.ns.kogakuin.ac.jp/~wwa1056/pdf/million.pdf
http://www.ns.kogakuin.ac.jp/~wwa1056/pdf/million.pdf
https://doi.org/10.1007/s00354-020-00113-z
https://doi.org/10.1007/s00354-020-00113-z
https://doi.org/10.3390/cryptography5030017
https://doi.org/10.3390/cryptography5030017
https://doi.org/10.1007/s00354-022-00155-5
https://doi.org/10.1007/s00354-022-00155-5
https://doi.org/10.1007/s00354-022-00155-5
https://doi.org/10.1007/s00354-021-00146-y
https://doi.org/10.1007/s00354-021-00146-y
https://doi.org/10.1007/978-3-030-63000-3_9
https://doi.org/10.1007/978-3-030-63000-3_9
https://doi.org/10.1007/978-3-030-63000-3_9
https://doi.org/10.1007/978-3-030-63000-3_9
https://doi.org/10.1016/j.tcs.2020.05.036
https://doi.org/10.1016/j.tcs.2020.05.036
https://doi.org/10.1016/S0304-3975%2800%2900409-6
https://doi.org/10.1016/S0304-3975%2800%2900409-6
https://doi.org/10.1007/s10207-019-00463-w
https://doi.org/10.1007/s10207-019-00463-w

