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Abstract

This paper surveys fundamental results on card-based cryptographic protocols. They are multi-party
secure computation that is widely considered in cryptography. Physical cards are used in card-based
cryptographic protocols instead of computers. They can be used when computers cannot be used or users
cannot trust the software on the computer. This paper discusses protocols to calculate basic primitives to
calculate any boolean functions. Logical AND, logical XOR, and copy protocols are considered, since we
can execute any boolean computations with a combination of these protocols. Recently, private operations
are introduced, in which operations are executed where the other players cannot see. Minimizing the
number of cards is achieved by simple protocols using private operations.

Introduction

Let us consider the case when Alice and Bob decide whether they
have a date or not. If Alice and Bob love each other, it is all right for
them to know the fact. If Alice loves Bob but Bob does not love Alice,
Alice might not want to reveal that Alice loves Bob. In this case, both
players just know that they do not have a date without knowing each
player’s decision. This is a secure computation problem that is widely
discussed in cryptography, but they are not experts in cryptography.
How to solve the problem?

Card-based cryptographic protocols [3, 22] were proposed in
which physical cards are used instead of computers to securely
calculate values. They can be used when computers cannot be used or
users cannot trust the software on the computer. For example, when
a user inputs private data on a computer, it is very hard to prove that
the private data are discarded after the computation is finished. If a
user cannot trust the software, she might hesitate to use the software
on the computer. In such cases, card-based cryptographic protocols
can be used. After the computation is finished, the cards are shuffled
and the private input data are discarded. Also, the protocols are easy
to understand, thus the protocols can be used to teach the basics of
cryptography [4, 18]. den Boer [3] first showed a 5 card protocol to
securely calculate the logical AND of two Yoshifumi Manabe inputs.
Since then, many protocols have been proposed. They are clssified
into four groups. The first type is fundamental primitives to calculate
any boolean functions. The second type is to calculate complicated
boolean functions, for example, half adder and full adder [12, 28]. The
third type is to calculate a complicated function to solve some specific
problems, for example, voting and millionaires’ problem [15, 20,
24, 31]. The last type is card-based zero-knowledge proofs of puzzle
solutions, such as Sudoku [34, 35, 38].

This paper surveys the first type of protocol. We show logical
AND, logical XOR, and copy protocols since any boolean functions
can be realized by a combination of these protocols. We show some
important protocols among the proposed protocols, which includes
new protocols using private operations.

In Section 2, basic notations and operations are shown. Section 3
shows the five-card trick shown by den Boer [3]. Section 4, 5, and
6show logical AND, logical XOR, and copy protocols. Section 7 shows
protocols using standard playing cards. Section 8 concludes the paper.
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Preliminaries

This section gives the notations and basic definitions of card-based
protocols. Most of the results until Section 6 are based on a two-color
card model. In Section 7, another type of card is used. In the two-color
card model, there are two kinds of marks, and@.CardS of the same
marks cannot be distinguished. In addition, the back of both types
of cards is[?]. It is impossible to determine the mark on the back of a
given card of[?].

One bit data is represented by two cards as follows: @@ =0, and
E@ = 1. One pair of cards that represents one bit x € {0, 1}, whose
ace is down, is called a commitment of x, and denoted as commit (x).
It is written as .

[e—p—
x

Note that when these two cards are swapped, commit(x) can be
obtained. Thus, logical negation can be easily calculated.

A set of cards placed in a row is called a sequence of cards. A
sequence of cards S whose length is 7 is denoted as S =5, s,

where s, is i-th card of the sequence. S = III I

A sequence whose length is even is called an even sequence. Sl||SZ isa
concatenation of sequence S, and S,

All protocols are executed by two players, Alice and Bob. The
players are semi-honest, that is, they obey the rule of the protocol, but
they try to obtain secret values.

Next, we discuss the inputs and outputs of the protocols. Most
protocols have committed inputs, that is, the inputs are given to the
players in a committed manner. The players do not know the input
values and they might try to obtain the input values during the protocol
‘Corresponding Author:

Kogakuin  University,
manabe@cc.kogakuin.ac.jp

Prof. Yoshifumi Manabe, Faculty of Informatics,
Shinjuku,  Tokyo 163-8677,  Japan, E-mail:

Citation: Manabe Y (2022) Survey: Card-based Cryptographic Protocols to
Calculate Primitives of Boolean Functions. Int J Comput Softw Eng 7: 178. doi:
https://doi.org/10.15344/2456-4451/2022/178

Copyright: © 2022 Manabe. This is an open-access article distributed under the
terms of the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original author
and source are credited.

IJCSE, an open access journal
Volume 7. 2022. 178


https://doi.org/10.15344/2456-4451/2022/178
https://doi.org/10.15344/2456-4451/2022/178
https://orcid.org/0000-0002-6312-257X

Citation: Manabe Y (2022) Survey: Card-based Cryptographic Protocols to Calculate Primitives of Boolean Functions. Int ] Comput Softw Eng 7: 178. doi:

https://doi.org/10.15344/2456-4451/2022/178

execution. The other types of protocols consider the case when
each player inputs his/her input value that must be hidden from
the other player. They are called non-commit input protocols. Note
that committed-input protocols can be used when the players input
their own values. Each player makes a commitment of his/her input
in advance and the values are used as inputs. Thus, committed-input
protocols are desirable.

Most protocols output the result in a committed manner. They
are called committed-output protocols. On the other hand, several
protocols terminate the protocol by opening the cards and obtaining
the result from the sequence of the opened cards. Such protocols are
called non-commit output protocols. Committed-output protocols
are desirable since the committed output can be used as an input for
further calculations.

Next, we show operations on the cards. Opening a card is turning
a face-down card into a face-up, thus the players can see the mark on
the card. Face-down a card is turning a face-up card to face-down.
Rearrangement is a permutation of a sequence of cards, that is, the
position of a given sequence of the cards is changed.

A shuffle is executed on a sequence of card S. Its parameter is
(IT, F), where II is a set of permutations on S and F is a probability
distribution on II. For a given sequence S, each permutation 7 € IT
is selected by the probability distribution F and m is applied to S. If
7 is applied on S =5, 5, .. ., s, the result is sH(l), s, (2), ...,
e, (n). Since 7t is selected from I, the result is not deterministic.
Non-deterministic execution is necessary for card-based protocols. If
all operations are deterministic, the relation between the committed
input value and the (committed) output value is known to the players.
When the (committed) output cards are opened to see the final
result, the secure input data is known to the players using the relation
between the input and the output. Thus non-deterministic execution
is necessary to hide the secure input values.

We show examples of shuffles used in the protocols shown below. A
random cut is a cyclic permutation. When S = $15 5, 85 5,5 55 the result
of a random cut is S =818 S0 S 85 S, =5, 5,5,555,8,=5,5,5,5,
8,558, = 8855158, 8, OF S, = 5,555, 5,5, The probability of obtaining
each result is 1/[S].

A random bisection cut is swapping the left half and the right half
of a given even sequence. When S =s, s, s,, 5, 5., s, the result of
a random bisection cut is s, s,, s, 5, 5., S, O S, S, S, S5 S,, 8,. The
probability of obtaining each result is 1/2.

A shuffle is uniform if F is a uniform distribution, that is, = €
II is selected uniformly at random. A shuffle is closed if multiple
executions of a shuffle are also the same shuffle. Non-uniform shuffles
are not desirable since such nonuniform randomizations are difficult
to execute by human hands. Using some additional cards or tools,
protocols to execute non-uniform shuffles were shown [17, 29, 37,
40]. Closed shuffles are desirable since each one of Alice and Bob can
execute one instance of the shuffle to obtain one shuffle result. Even if
Alice and Bob are not honest and each player knows the result of each
shuflle, the final result of the two shuffles is unknown to the players if
there is no collusion between Alice and Bob. The random cut and the
random bisection cut shown above are uniform and closed.

Last, the efficiency of the protocol is evaluated by the number of
cards used by the protocol. It corresponds to the space complexity
of programs. Note that any two-variable committed-input boolean
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function protocol needs at least 4 cards since the committed inputs
need 4 cards.

The number of shuffles is used to evaluate the time complexity of
the protocols since the other operations are simple [16].

Five-card Trick
This section shows the five-card trick shown by den Boer [3].

Protocol 1 (Five-card trick) [3]
Input: commit(x) and commit(y).
Output: xAY.

1. Input commit (x) and commit (y) are set as Figure la.
The center card is set face down and the two cards of commit (x)
are swapped as Figure 1b.

3. Execute a random cut on the sequence of the cards as Figure Ic.
The result is one of the five sequences shown below the cards.

4. Open all the cards. If there is three sequence of [, the output value
is 1 (one of the sequences in Figure 1(d), otherwise the output value
is 0 (one of the sequences in Figure 1(e).

The correctness of the protocol is as follows. If xAy = 1, there is a
three sequence of [(D]after Step 2. By the random cut, the result becomes
one of the sequences in Figure 1d. If x Ay = 0, there is no three sequence
of after Step 2. Thus, the result becomes one of the sequences in
Figure le.

The security of input values is as follows. If the output xay = 1,
both players know that x = 1 and y = 1. The players can know the
inputs from the result in this case. On the other hand, if x Ay = 0, it is
impossible to know whether (x, y) = (0, 0), (0, 1), or (1, 0) from the
output, since these card sequences are equivalent after a random cut.

Note that the five-card trick is a non-commit output protocol.
Mizuki, Kumamoto, and Sone [21] showed that committed-input
non-commit output AND protocol can be achieved using 4 cards,
that is the minimum. Committed-output protocols are shown in the
next section.

AND protocols

This section shows logical AND protocols. After the five-card
trick, Crépeau and Kilian [5], Niemi and Renvall [26], and Stiglic
[39] proposed committed-input committed-output protocols, but
the number of cards is not so small. Mizuki and Sone [23] showed
a committed-input committed-output protocol with 6 cards using a
random bisection cut, which is a new kind of shuffle.

Protocol 2 (AND protocol using random bisection cuts) [23]
Input: commit (x) and commit ().
Output: commit(xy).

1. Input commit (x) and commit(y) are set as Figure 2a.
The positions of the cards are changed as Figure 2b.

3. Execute a random bisection cut on the sequence of the cards. The
result can be written as follows: select a random bit b € {0, 1}, that
is unknown to the players. If b = 0, there is no change in the order
of the cards. If b = 1, the left half and the right half are swapped
as Figure 2c.

4.  Change the sequence of the cards as Figure 2d.

5. Open the left two cards. If the sequence is @ @, the center two
cards are commit(x ~ y). Otherwise, the right two cards are commit
(x~y), as Figure 2e.
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The protocol is secure since the opened two cards are x ® b and
b is an unknown random value. Thus, x is unknown to the players.
The protocol uses 6 cards. After the protocol, many works are done
to reduce the number of cards. Koch, Walzer, and Hértel [9] showed
a protocol with 4 cards but the protocol is ‘Las Vegas’ protocol, that
is, the execution might not terminate forever. They showed another
protocol that always terminates within a finite runtime and uses 5
cards, but the shuffles used in the protocol are not uniform. Koch [7]
showed 4 card Las Vegas protocol with uniform shuffles. Ruangwises
and Itoh [36] showed 5 card finite runtime protocol with uniform
shuffles. Abe, Hayashi, Mizuki, and Sone [1] showed 5 card Las Vegas
protocol with uniform and closed shuftles. Abe, Mizuki, and Sone [2]
showed 6 card finite runtime protocol that uses only random cuts.

About the lower bound of the number of cards, Kastner,
Koch,Walzer, Miyahara, Hayashi, Mizuki, and Sone [6] showed that
5 card finite runtime protocol is impossible if the protocol uses only
uniform and closed shuftles. Thus the above Mizuki-Sone protocol
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Figure 2: AND protocol using random bisection cuts.

[23] is one of the optimal finite runtime protocols among the ones
using uniform and closed shuffles. Kastner et al. [6] also showed that
at least 5 cards are necessary if the protocol uses only uniform and
closed shuffles and does not use a ‘restart from the beginning again’
step in the protocol. There is a gap between the lower bound and the
upper bound for this type of protocol since only 6 card protocols are
known.

When the inputs are not committed, the number of cards can be
decreased. Consider the case when Alice has input x that must be
secret to Bob and Bob has input y that must be secret to Alice. They
can use private input operations, which are executed to input secret
values in a place that the other player cannot see. The operations can
be executed under the table or in the back. Marcedone, Wen, and Shi
[14] showed a non-commit input non-commit output protocol that
calculates logical AND with 3 cards. Kurosawa and Shinozaki [11]
showed a non-commit input non-commit output protocol with 2
cards. They also showed 4 card non-commit input and committed-
output protocol with four cards, shown below.
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Protocol 3 (AND protocol using private input operations) [11]
Input: Alice’s input x and Bob’s input y.
Output: commit(x N y).

1. Alice privately makes two committed pair, S, = commit(x  0) =
commit (0) and S, = commit(x 1) = commit(x). S, and S, are
handed to Bob.

2. Bob privately selects S and outputs the pair as the result.

Note that any two-variable function f can be calculated by the same
idea that S, = commit(f(x, 0)) and S, = commit(f(x, I)). The private
operations are very powerful. Thus the question is whether we can
obtain committed-input and committed-output protocol using
private operations. Ono and Manabe [32] showed 4 card committed-
input, committed-output protocol using the following three private
operations.

Primitive 1 (Private random bisection cut)

A private random bisection cut is the following operation on an even
sequence S, =5, s, ..., s, . A player selects a random bit b € {0, 1}
and outputs

S — { So if b=0
1 Sl 5Sma2 oeee352 81 589 seeeseesSyy U b =1

The player executes this operation in a place where the other player
cannot see. The player does not disclose the bit b.

Note that when m = 1 and S, = commit(x), S, = and the player’s

output S, =[?][?]. A private random bisection cut'is the same as the
——
x®b
random bisection cut [23], but the operation is executed in a hidden
place.

Primitive 2 (Private reverse cut)

A private reverse cut is the following operation on an even sequence
S,=5,5,...,8, and abit b € {0, 1} that is given to the player. The
player outputs

Iy :{Sz if b=0
3

Sl S o582 S 557 3eeenSyy if b =1

The player executes this operation in a place where the other player
cannot see. The player must not disclose the bit b to the other player.

The difference between the private random bisection cut is that b
is not newly selected by the player. A private reverse cut can undo a
private random bisection cut using the same bit b.

Next, a private reveal is shown.

Primitive 3 (Private reveal)

A player privately opens a given committed bit. The player does not
disclose the value to the other player.

Using the obtained value, the player privately sets a sequence of
cards. Though the player seems to obtain a secret value by a private
reveal, it is avoided by the following procedure. Alice executes a private
random bisection cut to commit (x). The result becomes to commit
(x®Db). When Bob executes a private reveal to commit (x®b), Bob has
no information about x if b is randomly chosen and not disclosed by
Alice. Bob must not disclose the obtained value. If Bob discloses the
obtained value to Alice, Alice knows the value of the committed bit.
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Protocol 4 (AND protocol using private operations) [32]
Input: commit(x) and commit(y).
Output: commit(x N ).

1. Alice executes a private random bisection cut on commit(x). Let
the output be commit(x'). Alice sends commit(x') and commit(y)
to Bob.

2. Bob executes a private reveal on commit(x'). Bob sets

S — {commit(y)\l commit(0) ...if x' =1
2 commit(y)|| commit(0) ...if x' =0
and sends S, to Alice.

3. Alice executes a private reverse cut on S, using the bit b generated
in the private random bisection cut. Alice then selects the left pair.
Let the obtained sequence be S,. Alice outputs S..

When Bob sets S,, the cards used for commit(x’) can be used to set
commit(0). Thus, the total number of cards is four and the minimum.

The security of the protocol is as follows: When Bob privately opens
commit(x"), x' = x @b, thus Bob obtains no information about x if b is
randomly selected and not disclosed.

The comparison of the AND protocols is shown in Table 1. Note
that the private random bisection cut can be considered as a kind of
shuffles. Thus, in the table, it is counted as the number of shuffles.
However, it is more simple than random bisection cuts, since Alice
knows b.

XOR Protocols

Though any boolean function can be realized by logical AND and
NOT, logical XOR protocols are considered because the protocol is
more simple than the AND protocols.

Crépeau and Kilian [5] showed 14 card committed-input
committed-output XOR protocol. Mizuki and Sone [23] showed
4 card committed-input committed-output XOR protocol, whose
number of cards is the minimum.

Protocol 5 (XOR protocol using random bisection cuts) [23]
Input: commit(x) and commit(y).
Output: commit(x e y).

1. Input commit(x) and commit(y) are set as Figure 3a.
The positions of the cards are changed as Figure 3b.

3. Execute a random bisection cut on the sequence of the cards. The
result can be written as follows: select a random bit b € {0, 1}, that
is unknown to the players. If b = 0, there is no change in the order
of the cards. If b = 1, the left half and the right half are swapped
as Figure 3c.

4. Change the sequence of the cards as Figure 3d.

5. Open the left two cards. If the sequence is @@, the right two
cards are commit(x ® y). Otherwise, the right two cards are commit
(X ©y), as Figure 3e.

Nakai, Shirouchi, Tokushige, Iwamoto, and Ohta [25] showed 2
card non-commit input non-commit output protocol. Kurosawa and
Shinozaki [11] achieved a non-commit input non-commit output
protocol with 2 cards. They also showed 2 card non-commit input
committed-output protocol.
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Article |#of |Input Output | Finite Shuffle (or private shuftle) Note
cards | commit | commit Uniform Closed # of shuffles

[3] 5 yes no yes yes yes 1 Only random cuts

[5] 10 yes yes no yes yes 8 Only random cuts, Four color cards

[26] 12 yes yes no yes yes 7.5 Only random cuts

[39] 8 yes yes no yes yes 2 Only random cuts

[23] 6 yes yes yes yes yes 1

[9] 4 yes yes no no yes 8

[9] 5 yes yes yes no no 14/3

[7] 4 yes yes no yes no 8

[36] 4 yes yes no yes no 10

[36] 5 yes yes yes yes no 14/3

[1] 5 yes yes no yes yes 4.5

[2] 6 yes yes yes yes yes 2 Only random cuts

[21] 4 yes no yes yes yes 2

[14] 3 no no yes - - 0 Use private operations

[11] 2 no no yes - _ 0 Use private operations

[11] 4 no yes yes - _ 0 Use private operations

[32] 4 yes yes yes yes - 1 Use private operations

Table 1: Comparison of AND protocols.

Protocol 6 (XOR protocol using private input operations) [11]

Input: Alices input x and Bob’s input y.

Output: commit(xey).

Alice privately makes S, = commit (x) and hands S, to Bob.

2. Bob privately swaps the two cards of S if y = 1. Otherwise, Bob
does nothing. Bob outputs the result.

—~

Using private operations, Ono and Manabe [33] showed 4 card
committed-input committed-output protocol shown below.

Protocol 7 (XOR protocol using private operations) [33]
Input: commit(x) and commit(y).
Output: commit(xey).

1. Alice executes a private random bisection cut on input S, =
commit(x) and S') = commit(y) using the same random bit b. Let
the output be S, = commit(x’) and S', = commit(y), respectively.
Note that x'=x ® band y'= y © b. Alice sends S, and S', to Bob.

2. Bob executes a private reveal on S, = commit(x'). Bob executes a
private reverse cut on S, using x'. Let the result be S,. Bob outputs
S,
The comparison of XOR protocols is shown in Table 2.

Copy protocols

To calculate complicated boolean functions, multiple copies of a
value might be necessary to input a value to many boolean circuits.
Thus, a copy protocol is necessary. Many protocols consider obtaining
any n (2 2) committed copies of a given committed input, but this
paper considers obtaining two copies of inputs for the comparison.
Note that non-commit input copy protocols are not considered since
obtaining multiple copies of input is easy if a player knows a private
input value.

Crépeau and Kilian [5] showed 8 card copy protocol. Mizuki and
Sone [23] showed 6 card copy protocol, shown below.
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Article # of cards Input Output Finite Shuffle (or private shuftle) Note
commit commit Uniform Closed # of shuffles

[5] 14 yes yes no yes yes 6 Only random cuts, Four color cards
[23] 4 yes yes yes yes yes 1

[25] 2 yes no yes - 0 Use private operations

[11] 2 no no yes - 0 Use private operations

[11] 2 no yes yes - 0 Use private operations

[33] 4 yes yes yes yes yes 1 Use private operations

Table 2: Comparison of XOR protocols.

Protocol 8 (copy protocol using random bisection cuts) [23]
Input: commit (x).
Output: two copies of commit(x).

~

Input commit(x) and two copies of commit(0) are set as Figure 4a.

2. The positions of the cards are changed as Figure 4b.

3. Execute a random bisection cut on the sequence of the cards. The
result can be written as follows: select a random bit b € {0, 1}, that
is unknown to the players. If b = 0, there is no change in the order
of the cards. If b = 1, the left half and the right half are swapped
as Figure 4c.

4. Change the sequence of the cards as Figure 4d.

5. Open the left two cards. If the sequence is (| (], the remaining

pairs are commit(x). Otherwise, the remaining pairs are commit(x),

as Figure 4e

Nishimura, Nishida, Hayashi, Mizuki, and Sone [30] showed 5
card Las Vegas protocol that uses unequal shuftles. Koyama, Toyoda,
Miyahara and Mizuki [10] showed 6 card Las Vegas protocol that uses
only random cuts. Kastner, Koch, Walzer, Miyahara, Hayashi, Mizuki,
and Sone [6] showed lower bounds of copy protocols without private
operations. It is proved that any protocol needs at least 5 cards, thus
the protocol in [30] is optimal. It is proved that any finite runtime
protocol needs at least 6 cards, thus the protocol in [23] is optimal.

Ono and Manabe [32] showed a protocol with the minimum
number of cards using private operations.

Protocol 9 (copy protocol with private operations) [32]
Input: commit (x).
Output: 2 copies of commit (x).

1. Alice executes a private random bisection cut on commit(x). Let the
output be commit(x'). Note that x' = x® b. Alice sends commit(x’)
to Bob.

2. Bob executes a private reveal on commit(x’) and obtains x'. Bob
makes 2 copies of x'. Bob faces down these cards. Bob sends these
cards, 2 copies of commit(x'), to Alice.

3. Alice executes a private reverse cut to each copy of commit(x’)
using the bit b Alice generated in the private random bisection cut.
Alice outputs these copies.

The comparison of copy protocols is shown in Table 3.

Protocols with standard deck of cards

The protocols shown above used a special kind of card. There might
be cases such cards are not easy to obtain. Thus, protocols using
playing cards are considered.
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Article # of cards Finite Shuffle (or private shuftle) Note
Uniform Closed # of shuffles

[5] 8 yes yes yes 2 Only random cuts

[23] 6 yes yes yes 1

[30] 5 no no no 2

[10] 6 no yes yes 3 Only random cuts

[32] 4 yes yes - 1 Use private operations

Table 3: Comparison of COPY protocols.

The model of a standard deck of cards is as follows. A deck of playing
cards consists of 52 distinct mark cards, which are named from 1 to
52. The number of each card (for example, 1 is the ace of spade and
52 is the king of club) is common knowledge among the players. The
back of all cards is the same [@. It is impossible to determine the mark
on the back of a given card of (3.

One bit data is represented by two cards as follows: i j=0andj i
= lif i < j. The base of a commitment is the pair of cards used for the
commitment. If card i and j(i < j) are used to set commit(x) (That
is, seti j if x = 0 and setj ijif x = 1), the commitment is written as
commit (x) and writtenas @ @ .

We need to consider information, leakage from the base of a
commitment. For example, Ono and Manabe’s AND protocol in the
two-color card model is based on the following equation.

If the protocol is executed as it is with input commit(x)!"? and
commit(y)®4, the output is commit(y)®¥ when x = 1. Thus, if the
cards are opened to see the result, the cards are 3 and 4. The players
can know that x = 1. To make the protocol secure, we need to avoid
information leakage from the base.

Niemi and Renvall [27] first showed protocols using playing cards.
They showed AND, XOR, and copy protocols. Mizuki [19] showed
efficient AND, XOR, and copy protocols using random bisection cuts.
Koyama, Toyoda, Miyahara, and Mizuki [10] showed XOR and copy
protocols that use only random cuts. Koch, Schrempp, and Kirsten
[8] showed the lower bound of finite runtime AND protocol without
private operations is five, thus there is a gap between the lower bound
and the upper bound.

When we use private operations, Manabe and Ono [13] showed 4
card AND, XOR, and copy protocols. This result also shows the power

XAy = {g llff; :01 of private operations. The comparisons of the protocols are shown in
Tables 4, 5, and 6.
Article # of cards Finite Shuffle (or private shuffle) Note
Uniform Closed # of shuffles

[27] 5 no yes yes 7.5 Only random cuts

[19] 8 yes yes yes 4

[8] 4 no yes yes 6 Only random cuts

[13] 4 yes yes no 5 Use private operations

Table 4: Comparison of committed-input

committed-output AND protocols with a standard deck of cards.

Article # of cards Finite Shuffle (or private shuffle) Note
Uniform Closed # of shuffles
[27] 4 no yes yes 7 Only random cuts
[19] 4 yes yes yes 1
[10] 4 yes yes yes 1 Only random cuts
[13] 4 yes yes - 1 Use private operations

Table 5: Comparison of committed-input

committed-output XOR protocols with a standard deck of cards.

Article # of cards Finite Shuftle (or private shuffle) Note
Uniform Closed # of shuffles
[27] 6 yes yes yes 5.5 Only random cuts
[19] 6 no yes yes 1
[10] 6 yes yes yes 3 Only random cuts
[13] 4 no yes - 1 Use private operations

Table 6: Comparison of copy protocols with a standard deck of cards
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Conclusion

This paper showed a survey on the card-based cryptographic

protocols. This paper showed protocols of fundamental boolean
functions, logical AND, logical XOR, and copy. The results show
the effectiveness of private operations. Other than the fundamental
functions, there are many works for calculating complicated boolean
functions such as half and full adders. In addition, there are works
for solving specific applications, for example, voting and millionaires’
problem, and so on. Efficient calculation of such complicated
functions is one of the open problems.
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